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. ) Percent Websites with Al Detected Content for Ranks 1-10 over Time
“l believe US elections are more vulnerable

to Al deepfakes that other countries.”
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“l believe policymakers and regulators Percent Websites with Al Detected Content over Time
should educate Americans on the risks of
political Al deepfakes and how to protect
people against them.”
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Chat-GPT Release

GPT-4 Release
il Google March 2024 Update [l
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equip policymakers and campaigns with
the information and tools needed to
secure elections and maintain

public trust in light of technological
advancements.
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ENEEEEEEEEE NN Multi-Award-Winning What we do for our clients:
EEEEEEEEEE EEEEEEEE Neuromarketing

Research Lab




SMARTLab

BIOMETRIC TESTING MEASURES PEOPLE’S NON-CONSCIOUS RESPONSE

— Biometric Technologies

Eye Tracking
Facial Expression Analysis

Electroencephalography (EEG)

Galvanic Skin Response (GSR)

Analysis

TO MARKETING STIMULI
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ARTIFICIAL INTELLIGENCE (Al) GENERATED

DEEPFAKE MEDIA STUDY
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RESEARCH METHODOLOGY

s —

40 Participants 204 Participants
Biometrics Online

\ /




EYE

TRACKING

Tracks where test participants are looking while viewing
and listening to the speaker




3,000 Micro-Expressions < > 7 Emotions

EEEEEEEEEEREEEEEE Confusion
; Contempt
N CIA)l » Engagement
| FAC AL ] " i | — Fear
EXPRESSION EMOTION L Joy

ENGAGEMENT

Surprise
Valence

ANALYSIS

Measures micro-expressions of test participants to understand what emotions they are experiencing



DEMOGRAPHICS

Gender Age State Distribution

Participants

I33

Non-binary, 1%

|

Male , 48%
Female, 51%

Education .

Doctoral or Professional Degree
Master's Degree

Bachelor's Degree
Associate'sDegree

Some College

High School Diploma/GED

Less than High School

10% 20% 30%
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SECURITY STUDIES
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FINDINGS



Is there a measurable
difference in credibility
between legitimate media
and deepfake media?




( MEAN SCO RE) E ] g ] Strongly | _. Somewhat Somewhat Strongly
) Disagree | _. Neutral Agree
Disagree Disagree Agree Agree

Deepfake
5.44

Deepfake




- How effectively can test subjects
- identify deepfake media
- compared to real media?




VS.
DEEPFAKE
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Video Real

70% perceived it as real

9 8
|
Probably Al Definitely Al
Generated Generated
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Definitely Probably Unsure
Real Real

Audio Real

64% perceived it as real
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Real Real Generated Generated
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Video Deepfake

56% perceived it as real

12
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Probably Al Definitely Al
Generated Generated

Definitely Probably Unsure
Real Real

Audio Deepfake

50% perceived it as real
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Generated Generated
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Real Real
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Video Real Video Deepfake

30
70% are confident 57% are conﬂdent 19
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IN REAL VS. Audio Real Audio Deepfake .
DEEPFAKE s I

JUDGEMENT -
— I l - — l I

Not at all Slightly Unsure Fairly Extremely Notatall Slightly Unsure Fairly Extremely
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Is there a measurable difference
in non-conscious responses of
test subjects when subjected to
real media compared to
deepfake media?




BIOMETRICS - EYE TRACKING
& FACIAL EXPRESSION

While no significant differences were observed in the eye-tracking data, notable variations were detected in the facial expression analysis.

Valence

Surprise




Contempt

Real Audio
| DFVideo | 033

Did not rank first
in any emotion

FACIAL EXPRESSIONS

 DFVideo | 364

Real Audio

Real Video| 2.39 |
| DF Audio | 0.96 |
Real Audio| 0.34_|

AVERAGES AND RANKINGS

Valence

Real Video 4.27
RBeal Audio 0.70

DF Audio
DF Video 0.17

Surprise

Real Video

DF Audio
DF Video
Real Audio

Confusion

 DFVideo | 193 |
| DF Audio | 1.20 |
Real Audio| 1.00 |

Engagement







Video Comparison Audio Comparison

ARE

DEEP-

CREDIBLE? l

FAKES

Reliability

DEEPFAKES ARE SEEN
TO BE AS CREDIBLE AS

REAL MEDIA Written Value Calculated as (Deepfake Average Value - Real Average Value) Bubble Size Calculated as
(((| Written Value|)*1000)+ 100)
& white where they were completely equal.
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Q:
CA N YO U Real Deepfake

IDENTIFY

A DEEPFAKE?
A:

AFTER BEING
INFORMED, DETECTING
DEEPFAKES REMAINED
DIFFICULT

PERCENTAGE OF PARTICIPANTS WHO
GUESSED THEY’D SEEN REAL MEDIA




Q:
HOW DO A | . "The speaker seemed

confident about the

PEOPLE | =~ M topic and everything

she said made sense."

RESPOND TO
DEEPFAKES?
A: | ; , ,

She provided clear and valid reasons
DEEPFAKES TRIGGER why the space is needed on campus,
HIGHER ENGAGEMENT | such as the stressful college life and
SNON-CONSEIONS how beneficial this space would be."

CONFUSION COMPARED

TO REAL CONTENT Confusion Engagement
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\\\ I DEEPFAKE MEDIA

STUDY PARTNERS
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DISCUSSION
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