Passwordless — Microsoft Authenticator Mobile App

All UVU users can use the Authenticator app for passwordless authentication. Employees need
to opt-in to using passwordless authentication so that they do not continue to receive DUO
prompts.

1. After opting in you may see a prompt to Improve your sign-ins. If you click next you will be
guided through setting up the Authenticator app.
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10003439@uvu.edu

Improve your sign-ins

Better guard your account with the Microsoft
Authenticator app. Prove who you are easily through
push notifications.

Not now

Please Sign-in with your UVID@uvu.edu

If you are not prompted go to my.uvu.edu and click on your user in the top right corner. Then
click on “Manage Sign-In Methods.” The Click on “Add Method.”

— e g = -

SIGN OUT

-+ Add method




2. Download the Microsoft Authenticator Mobile App from your phone app store. Click “Next.”

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Dow

After you install the Microsoft Authenticator app on your device, choose “Next

s different authenticator apy
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4. Click “Next” again.

Microsoft Authenticator X

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”

5. Scan the QR code with your phone.
Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account

After you scan the QR code, choose "Next"

Can't scan image?

6. Touch your account on your phone and choose “Enable phone sign-in.”
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E' Utah Valley University
10003439@uvu.edu

Notifications enabled

One-time password code

E% Enable phone sign-in
Q; Change password
A= Update security info

@ Review recent activity



7. Click “Continue” to register your device. You will need to log in again on your device and
complete Multi-Factor Authentication. This does not manage your device, but registers it in the
Microsoft system to help prevent fraudulent access.
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Cancel

Sign-in with your phone

Cancel Cet Codes
Stop using your password, and still sign in securely with u v U
Microsoft Authenticator. Complete the steps below to enable -
phone sign-in.
10003439@uvu.edu

Device registration

Your IT department requires you to register your device, Appl’ove Sign in request

s0 [t can be trusted to access organizational resources.
© Open your Microsoft Authenticator app and

Set passcode approve the request to sign in.
A device passcode or Face ID is required. You must go |
to Settings to enable it I can't us

Approve sign-in?

Utah Valley University
10003439@uvu.edu

Pleas App
Microsoft Authenticator App

Location
UT, United States

o Salt Lake City
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8. When logging in again on your computer, choose “Use an app instead.”
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< 10003439@uvu.edu

Enter password

Password

Forgot my password

Use an app instead

Please Sign-in with your UVID@uvu.edu




9. You will see a number on your computer and be prompted to enter that number on your
phone.
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Are you trying to sign in?

Utah Valley University
10003439@uvu.edu

Enter the number shown to sign in.
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Approve sign in =
Open your Authenticator app, and enter the No.it's not me
number shown to sign in.
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Use your password instead
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