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Executive Summary

Effective data governance seeks to achieve the proper balance
between protecting individuals’ data privacy and promoting gov-
ernment transparency with how data is being used, while ensuring
needed data can still be used effectively. It is an essential compo-
nent of keeping the government accountable. This white paper
examines the current state of data governance in Utah, reviewing
its legal framework, operational challenges, and the benefits
of having standardized data governance across all categories of
govcrnmental entities.

The Office of Data Privacy (ODP) has developed a Privacy
Program Framework to assist governmental entities in developing
privacy programs that comply with generally applicable laws. This
white paper analyzes the Privacy Program Framework to provide
insights on how it may help to modernize data governance.

In support of furthering data governance efforts, Utah Valley
University’s Smith College of Engineering and Technology
is working to create a knowledge base of information generally
applicable to data governance in Utah, including Utah code and
statute. They are creating an Al model to inform users of the
applicable requirements for managing data according to the law.
This tool aims to enhance data governance, assist governmental
entities in becoming compliant with data governance laws, and
streamline information searches.

The UVU Herbert Institute plans to author subsequent white
papers regarding Utah’s efforts to modernize data governance
and provide recommendations for future versions of the ODP’s
Privacy Program Framework. These papers will equip policymak-
ers, governmental entities, and the public with the information
needed to build a unified data governance framework.

The interviews cited throughout this white paper were conduct-
ed anonymously allowing respondents to provide information
without impacting their role in government. Where publicly re-
corded, attribution of statements is sourced and identified, while
statements provided during interviews have been included with
the express consent of the interviewees. Any identifying informa-
tion has been removed to protect their identities.

THE PRINCIPLES
OF DATA
GOVERNANCE

PRIVACY

TRANSPARENCY

USE
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Introduction to Data
Governance and Current
Legal Framework

Data governance is the framework of laws, rules, policies, practic-
es, and procedures that ensure effective management, privacy, and
transparency of data collected by governmental entities. The Leg-
islature establishes in statute the requirements for transparency,
privacy, and use of data. Implementation of data governance that
reasonably balances transparency, privacy, and use of government-
collected data according to the law is critical to maintaining
public trust and accountability of governmental entities. Entities

DATA GOVERNANCE
IS MADE UP OF

A
L=

may be subject to more specific or restrictive laws, but in the state

of Utah, all governmental entities are subject to the following
four generally applicable laws:

o The Government Records Access and Management Act
(GRAMA),!

o The Division of Archives and Records Service and Manage-
ment of Government Records (DARSMGR),?

e The Government Data and Privacy Act (GDPA),?

e The Government Internet Information Privacy Act (GII-
PA).¢

Lead, Gather, Trust



Entities may be subject to maore specific or
restrictive laws, but in the state of Utah, all

governmental entites are subject to the
following four generally applicable laws:

* The Government Data
Privacy Act (GDPAJ?

« The Government Records
Access and Management
Act (GRAMA]'

« The Division of Archives and
Records Service and
management of Government
Records (DARSMGR)?

» The Government
Internet Information
Privacy Act (GIIPA)*

GRAMA

GRAMA was enacted in 1991 and established Utah’s founda-
tional data governance practices. The primary purpose of the
statute is to outline how citizens can request government records,
which records are available, and how agencies retain records. The
legislative intent behind GRAMA “recognizes two constitutional
rights— the public's right of access to information concerning
the conduct of the public’s business; and the right of privacy in
relation to personal data gathered by governmental entities.” Ad-
ditionally, GRAMA aims to provide governmental entities with
“fair and reasonable records management practices™ in order to
ensure efficient data use.

GRAMA defines a record as a book, letter, document, paper,
map, plan, photograph, film, card, tape, recording, electronic
data, or other documentary material that is prepared, owned,
received, or retained by a governmental entity or political sub-
division. All data, including digital data in all modalities, unless
specifically defined as not being a record, is subject to GRAMA
requirements.” A governmental entity must classify and desig-
nate record series, which are used to categorize groups of related
records that all share similar content or purposes such as marriage
licenses, or election registrations. All records compiled by govern-
mental entities are sorted into these record series.® To maximize
efficiency, governmental entities should avoid commingling data
between record series, and keep individual record series organized
in all formats, both digital and physical.

DARSMGR

DARSMGR establishes in code the authorities and responsibil-
ities of the Division of Archives and Records Service (DARS).
DARS is tasked with, “Administering the state’s archives and re-
cords management programs.”” Codified in 1969, the code has
gone through a series of revisions, the most recent amendments
being in 2024." DARSMGR is primarily focused on establishing
generally applicable practices related to the management, preser-
vation, retention, and disposal of records. The code also describes

data governance roles specific individuals play within a govern-
mental entity concerning records management.'?

GDPA

During the 2024 general session, the Utah State Legislature
enacted GDPA. While GRAMA and DARSMGR define com-
prehensive government duties related to the right of transparency
and use of data, GDPA is the first comprehensive law concerned
primarily with privacy requirements applicable to governmental
entities. GDPA established baseline privacy requirements for
all Utah public entities unless an entity “is subject to a more re-
strictive or a more specific provision of law.”"* When asked about
GDPA, one government official said, “GDPA is designed to
create a baseline for a governmental entity's privacy obligations to
its citizens.”!* It requires each governmental entity to implement a
privacy program by May 1, 2025. Any processing activity that in-
cludes personal data implemented by a governmental entity after
May 1, 2024, must meet the requirements of GDPA. By January
1, 2027, each governmental entity must identify and document
any noncompliant personal data processing activities and create
strategies to bring those activities into compliance.”®

GDPA also establishes generally applicable duties for all Utah
governmental entities that include—

o Allowing an individual to request that a governmental entity
correct or amend their personal data'

e Providinga privacy notice to individuals prior to collection
of personal data'”

o Limiting the use of personal data to what is provided in the
notice'®

o Disposing of personal data according to approved record
series retention schedules"

¢ Notifying individuals if their personal data is impacted by a
data breach®

o To assist governmental entities in implementing these and
other data privacy practices, GDPA established the Office
of Data Privacy (ODP).*' Additionally, GDPA established
the role of Chief Privacy Officer, appointed by the Governor
and confirmed by the Senate, who is also the director of the
Office of Data Privacy.”

e GDPA also created the role of the Data Privacy Ombudsper-
son who receives complaints from individuals who believe
their data privacy rights have been violated by a governmen-
tal entity or have a concern about a governmental entity’s
privacy practices.”® To ensure compliance, GDPA gives the
State Auditor and the Attorney General’s Office enforce-
ment authority.?*

GIIPA

GIIPA was codified in March 2004, and establishes the require-
ments a governmental entity must adhere to when collecting



personally identifiable information (PII) through a govern-
ment-operated website. According to GIIPA, a governmental
entity must include a disclosure that details what data is collected,
how it is used, and the measures in place to protect it.” As stated
in statute, “A governmental entity may not collect personally
identifiable information related to a user of the governmental
entity's government website unless the entity has taken reasonable
steps to ensure that on the day on which the personally identifi-
able information is collected the governmental entity's website
complies with [GIIPA].”*

PUBLIC

PRIVATE

CONTROLLED

' PROTECTED

Record Classification

GRAMA mandates that all records must be classified. Non-pub-
lic records are classified as either private, controlled, protected,
or exempt. All government records are assumed to be public
unless specified in GRAMA or elsewhere in a different statute.””
In Utah, a record series serves as the fundamental organizational
structure for managing records statewide, ensuring consistency in
classification and access. Without record series, there is no gener-
ally applicable standardized system for governing data.

Private records may only be released with the consent of the
subject of such record or by court order. A record is considered
private when it contains PII or sensitive information including
but not limited to medical and financial information, welfare
benefits, elements of a person's voter registration, or child
custody information. Certain government-created records
such as legislative ethics reports, independent executive branch
ethics reports, employment records of former members of the
Department of Justice, and hearings regarding the character,
professional competence, or mental health of an individual are
also classified as private. There are forty-two types of private
records defined in GRAMA 2%
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Records classified as controlled under GRAMA may only be
released under limited circumstances. Controlled records are re-
cords containing an individual's medical history which a govern-
mental entity believes would be detrimental to the mental health
or safety of an individual if released. It also has the shortest clas-
sification requirements section. There is only one type of record
that can qualify as a controlled record as defined in GRAMA .

A record is considered protected if it contains trade secrets, con-
fidential commercial information, test answers used in academic
and employment examinations, or if the release of the record
would impair government functions or endanger the safety of
an individual. Protected records make up the largest classifica-
tion portion of the code and also include records such as certain
police reports and sensitive information regarding agriculture and
critical infrastructure. There are eighty-cight types of records that
can fall into this classification.!

Any record that is limited by court rule, another state statute,
federal statute, or federal regulation is considered exempt from
disclosure.*> These records are still subject to the requirements
of GRAMA, however, they are not subject to disclosure and
access requirements provided in GRAMA, except in limited
circumstances.*® In addition, there may also be other records that
are exempted in Utah code that are not included in this list.

WHAT IS AN
EXEMPTION?

An exemption lets certain
people, businesses, or
information be left out
from a law; a way to make
exceptions to a rule.

1991 2025
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20 Exemptions +100 Exemptions

The Privacy Program
Framework as a Governance
Reference

The Utah Office of Data Privacy (ODP) was established by GDPA
to “assist state agencies to implement effective and efficient
privacy practices, tools, and systems.”* To fulfill this mandate and
the requirements of Executive Order 2023-06,% which required
Utah’s Chief Privacy Officer to create a strategic privacy program
plan, ODP released the first version of the Privacy Program
Framework on December 17, 2024. This framework is designed
“as a resource to assist agencies in meeting [GDPA’s] May 1, 2025,
deadline.”* It outlines recommended steps a governmental entity
may take to implement a privacy program, defined by the frame-
work as “the structured collection of an agency's privacy practices,
policies, and procedures that govern its processing and protection
of personal data to ensure compliance with applicable laws.”?” The
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Practice Category Practice# Privacy Practice Name

1 Chief Administrative Officer Designation
Govern
2 Records Officers Appointment
3 Record Series Creation and Maintenance
. 4 Record Series Designation and Classification
Record Series ’
b Retention Schedule Proposal and Approval
6 Record Series Privacy Annotation
Awarenes 7 Records Officers Training and Certification
and Training 8 Statewide Privacy Awareness Training
S Inventaorying

Identify

10 Privacy Impact Assessment
n Website Privacy Policy
Transparency
12 Privacy Notice (Notice to Provider of Information]

=
H w

Minimum Data Necessary
Processin Record and Data Sharing or Selling
g
15 Record Retention and Disposition

Information 16 Incident Response
Security 17 Breach Notification

18 Data Subject Requests for Access
Individual 19 Data Subject Requests for Amdendment or Corrections
Requests 20 Data Subject Requests for an Explanation

21 Data Subject Requests At-Risk Employee Restrictions

Privacy Program Framework's 21 Privacy Practices
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framework includes two key sections, “Privacy Practices,” and the
“Privacy Maturity Model.”

Privacy Practices

The Privacy Practices section of the framework details twenty-one
generally applicable practices that a governmental entity should
implement as part of their program to meet the data governance
requirements established in Utah’s four foundational data governance
laws. These twenty-one practices are divided into eight sections,
each section focused on a different category of data governance.
After initiating a privacy program that includes the twenty-one
outlined practices, a governmental entity can then measure the

maturity of their practices using the Privacy Maturity Model.*®

Privacy Maturity Model

The Privacy Maturity Model is used to measure and indicate the
level of maturity of specific practices within a privacy program.
The Privacy Maturity Model expands on the twenty-one privacy
practices by offering a structured framework for governmental
entities to assess and improve their privacy programs over time.
The model progresses from level 0 (non-existent), where no formal
privacy practices are in place, to level 5 (optimized), where
privacy is fully embedded in agency operations. This maturity
model measures compliance and emphasizes continuous improve-
ment, operational effectiveness, and the strategic management of
privacy risks, thereby helping governmental entities to evolve—or
mature—beyond basic legal adherence toward proactive and resil-
ient privacy programs.”” It is important to note that increasing
maturity of practices requires implementation and completion of
strategies and tasks.

Consistently Implemented
The practice is documented to cover
all relevant aspects, application is
formal and consistent.

Defined

The practice is implemented and documented, but
documentation may not cover all relevant aspects,
and application may be informal and inconsistent.

Ad Hoc

The practice may occur but is
undocumented [no policies or procedures),
application is reactive and not standarized.

Non-Existent
The practice is not
implemented or acknowledged.
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Gaps and Conflicts in Data
Governance

Some smaller counties and municipalities may have trouble im-
plementing privacy programs because of their lack of resources. A
representative from the League of Cities and Towns stated, “Rural
areas are much less equipped with staff and may struggle . . . In
some of these municipalities, the mayor is also the public works
driver when it snows, the recorder, and the treasurer. They are lit-
erally everything because the population is so small.”* According
to Utah County Commissioner Amelia Powers Gardner, “Local
governments, particularly smaller counties, cities, or special
service districts oftentimes don’t have the resources that we really
do need to protect people’s privacy”! According to Utah’s Chief
Privacy Officer, “The Office of Data Privacy is actively working
with governmental entities like Utah Association of Counties
and Utah League of Cities and Towns to create standardized

and more simplistic tools and resources to accommodate these

operational challenges.”*

Gaps and Conflicts

+ Lack of CAD designation

+ Conflicting privacy statements

+ Retention schedule non compliance

« Failure to provide a purpose and use statement

Chief Administrative Officers

DARSMGR requires every governmental entity to have a Chief
Administrative Officer (CAO) that is responsible for maintaining
a continuous and active records management program that ade-
quately protects individuals’ rights, including the right to privacy
and transparency, while also ensuring the program facilitates the
efficient use of data. The CAO is also responsible for appointing
records officers, and responding to appeals when a GRAMA
request is denied.®

According to the most recent data available from DARS, out
of over 2,500 governmental entities in the State of Utah, there

are at least around 700 that do not have a designated CAO.*
DARSMGR does not explicitly state that a governmental entity
must designate a CAO, however, it establishes the role and de-
fines duties. Without a CAO, governmental entities are unable to
appoint records officers, as required in statute.”” As one govern-
ment employee noted, “Nowhere does the code actually state that
a governmental entity has to appoint a CAO, it just says ‘here are
the duties of one.” If someone has duties, there should be some-
body who's doing the job functions outlined. But to not even
acknowledge that a governmental entity has to appoint one seems
like a huge gap in the statute.”* The absence of a designated CAO

Lead, Gather, Trust



may lead to challenges in ensuring effective data governance,
including handling of GRAMA requests or appeals, maintaining
compliance with retention schedules, and complying with appli-
cable privacy and transparency laws.?’

Data Management Requirements

As previously indicated, GIIPA requires governmental entities

to include a privacy notice whenever personal information is
gathered through a government-operated website.® GRAMA
and GDPA also mandate that a governmental entity provide a
disclosure when PII is collected.*° It is worth noting that the
three privacy notices contain different requirements, and the cur-
rent code does not specify which notice entities should prioritize,
or whether multiple notices should be used in combination. This
conflict and lack of clarity may present challenges for governmen-
tal entities in determining the most effective way to comply with
notice requirements.

Each record series is required to adhere to a retention schedule.
A retention schedule stipulates how long the content in a given
record series should be retained and how it must be disposed of
when the disposition date has been reached.’’ Most records are
required to be destroyed at the end of their retention schedule,
while certain records with historical or longitudinal value—such
as birth certificates—are archived.”> During a series of interviews,
many governmental entities stated they are facing challenges
in adhering to record disposal requirements outlined in their
retention schedules. When asked if governmental entities are
in compliance with their retention schedules, one government
employee responded, "I am not aware of any governmental entity
that is properly disposing of their collected data.”>* A representa-
tive from DARS said, “If every governmental entity adhered to
their retention schedule right now, we would not have enough

space to accommodate the archived records.”*

GRAMA mandates that when a governmental entity creates a
new records series, it must file a purpose and use statement with
the State Archivist, who is also the director of DARS, detailing the
intended purpose and use of the record series.>® These statements
are critical to ensuring entities do not misuse data. According to a
representative from DARS, “[Many] governmental entities have
not submitted purpose and use statements.”® Without purpose
and use statements, there are no documented parameters to deter-
mine how data may be used.

The Benefits of Modernized
Data Governance

Balancing of Interests

A foundational principle of effective data governance is the care-
ful balance between transparency, privacy, and the operational
needs of governmental entities. GRAMA establishes this equi-
librium by ensuring public access to government records while
recognizing legitimate interests in confidentiality and responsible
records management.”’

The Utah Legislature has emphasized that transparency should be
the default, allowing the public to access government records in
an easy and reasonable manner.”* However, it also acknowledges
that there are instances where restricting access serves the greater
public interest, such as protecting privacy, ensuring security, and
maintaining the integrity of governmental operations.”” GRAMA
prevents arbitrary confidentiality by allowing restrictions only
when explicitly justified, aligning with national standards for
information governance.

A well-functioning data governance framework must go beyond
simply granting or restricting access—it must also ensure that dis-
closed information is useful, structured, and contextually mean-
ingful.®* When both transparency and privacy are prioritized over
the practical usability of data, information may become available
in a fragmented, overly restricted, or difficult-to-interpret form.®!
This can create a paradox where data is technically accessible
but functionally unusable thereby limiting public engagement,
accountability, and innovation. Transparency efforts must there-
fore balance openness with stewardship and usefulness. Without
proper structuring, interoperability, and contextualization, public
records may fail to serve their intended purpose.®

Conversely, when governments and organizations focus too heav-
ily on data-driven decision-making without sufficient oversight,
ethical and regulatory risks emerge.®® The unchecked collection,
use, and linkage of data can lead to unintended harms, including
privacy violations and the erosion of public trust. Strong records
management policies help mitigate these risks by ensuring that
data is used responsibly, with clear guidelines for collection,
retention, and access.*

Considerations for Efficiency

Commissioner Amelia Powers Gardner recently stated, “In an
ever more digital world, it is more and more difficult for us to
come into compliance with these statutes.”® The proliferation of
digital tools and systems has transformed how data is collected,
stored, shared, and protected, necessitating an evolution in both
legal frameworks and governance practices. Addressing gaps in



existing statutes and modernizing data governance policies would
not only enhance government efficiency and transparency but
also strengthen privacy protections.*

Modernized data governance could enhance efficiency and
consistency across governmental entities.” Standardized proto-
cols for data sharing, security, and records management would
streamline operations, reduce redundancies, and ensure a more
cohesive approach to data stewardship. By adopting uniform
policies, governmental entities can improve privacy safeguards,
bolster public trust, and demonstrate compliance with evolving
legal and regulatory requirements.® Accountability and compli-
ance will lead to a more transparent environment, and are central
to an effective data governance model.”” Constituents will benefit
from stronger privacy protections as governmental entities adopt
standardized measures for securing personal information.”’ By
adhering to modernized data governance policies and practices,
governmental entities can simultaneously promote transparency
and mitigate risks to individuals.”

Modernized data governance could also improve data security
and help to standardize risk management. Standardized risk
assessments and incident response protocols could enable faster
and more coordinated responses to potential data breaches.”

Enhanced and standardized data governance practices could

37 96

236

also support data-driven decision-making, thereby allowing for
further data analysis.”® Innovation will be enhanced with access to
better, more relevant data.”* With more reliable data, governmen-
tal entities could harness predictive analytics to allocate resources
more effectively, address community needs proactively, and inno-
vate in areas such as public health and urban planning.”> Utah has
the opportunity to set a national example for how governmental
entities can use data to foster transparency, improve services, and
empower communities in the digital age. Utah is already actively
engaging in critical discussions surrounding data governance and
emerging as a thought leader in the field.”

Considerations for Moderniz-
ing Data Governance

As governmental entities work to improve their data governance
practices, cross-entity collaboration on data management strat-
egies may help them become compliant, share ideas, eliminate
confusion, and promote consistent protections across the state.”’
Collaboration may also cultivate shared responsibility, allowing
entities to learn from each other, reduce redundancy, and support
a cohesive statewide approach.”® Governmental entities could also
establish working groups, advisory panels, or online platforms for
sharing best practices and resolving challenges.”

NH 236

VT 272 j MA 338

MD 428

486 765

Occurrences of the Term "Data Governance" in Public Government Proceedings
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Considering the importance of collaboration and shared respon-
sibility in the governance process, ensuring privacy and trans-
parency could be a cornerstone of these efforts. Drawing from
anonymous interviews, current legal code, and outside sources,
the following policy modernizations could be considered:

o Codify the requirement to designate a CAO

e Include “privacy and transparency” in CAO responsibilities

o Implement a CAO annual reporting model to track progress
and identify persistent issues in privacy, transparency, and
records management efforts

e Require CAOs to report to DARS who they have designated
as records officers annually

o Expand Privacy Program Framework to include all generally
applicable practices related to transparency and records man-
agement

e Enact stricter enforcement mechanisms for noncompliance
regarding retention schedules and purpose and use state-
ments

o Consider consolidation of the three collection statements
from GRAMA,* GDPA,?! and GIIPA®?

Considering the importance of collaboration and
shared responsibility in the governance process,
ensuring privacy and transparency could be a

conerstone of these efforts. Drawing from
anonymous interviews, current legal code, and
outside sources, the following policy
modernizations could be considered:

+ Codify the requirement to
designate a CAO

+ Expand the Privacy Program
Framework to include all
generally applicable practices
related to transparency and
records management

+ Include “privacy and
transparency” in CAD
responsibilities

Enact stricter enforcement
mechanisms for
noncompliance regarding
retention schedules and
purpose and use statements

Implement CAO annual
reporting model to track
progress and identify
persistent issues in privacy,
transparency, and records
management efforts

Consider consolidation of the
three collection statements
from GRAMA E® GDPA,®" and
GlIPA82

Require CAOs to report to
DARS who they have
designated as records
officers annually

Using the Privacy Program Framework to Build a Statewide
Data Governance Maodel

The Privacy Program Framework serves as a robust foundation
for governmental entities secking to implement structured and
accountable data governance. While originally designed to estab-
lish privacy best practices, the framework also aligns with broader

records management and transparency requirements—critical
components of a modern data governance strategy. Although

it does not encompass all sector-specific data regulations, such

as HIPAA and FERPA, or fully address every transparency and
records management obligation, the framework offers a universal
starting point that ensures consistency across all governmental
entities in Utah.

Recognizing its potential as a statewide data governance founda-
tion, the Utah Valley University Herbert Institute has reviewed
and endorsed this framework as the basis for developing a
comprehensive, unified data governance model. The structured,
principle-based approach embedded in the framework allows
entities to customize governance practices to their operational
needs while maintaining a consistent, interoperable structure
at the state level. Research on governance frameworks under-
scores that an integrated privacy and data governance strategy
strengthens compliance, enhances public trust, and improves data
stewardship.®?

A key advantage of this framework is its ability to establish a com-
mon thread of data governance definitions and measures across all
governmental entities, uniquely positioning Utah to expand and
refine its data governance model. The first five privacy practices
outlined in the framework—designating a CAO, appointing
records officers, creating record series, classifying records and
establishing data retention schedules—are broadly applicable to
all government entities. These foundational elements ensure that
privacy, transparency, and data governance operate in concert
rather than as competing obligations. While the framework does
not directly modify Utah’s legal code, it proactively addresses
many gaps in existing statutes by defining and standardizing pri-
vacy and data governance responsibilities in an operational data
lifecycle view.

By adopting the privacy practices outlined in the framework,
governmental entities can progress through the Privacy Maturity
Model, strengthening compliance with data governance laws
while enhancing accountability and public trust.* By leveraging
the Privacy Program Framework as the cornerstone of a statewide
data governance model, Utah can build an adaptable, scalable
governance structure that evolves with technological advance-
ments and regulatory needs. The continued expansion of resourc-
es— such as maturity models, implementation tools, and best
practice guides—will further empower governmental entities to
navigate an increasingly complex data landscape with confidence
and accountability.®

GovSense: An Al Model Supporting Effective Data Gover-
nance

UVU’s Smith College of Engineering and Technology has
partnered with the ODP to create an Al model called GovSense
to evaluate and assist agencies in modernizing data governance.



GovSense is an Al-driven solution that helps government
agencies meet legal obligations for records management,
privacy protection, and regulatory compliance. It consolidates
critical documents, streamlines audits, and minimizes legal
risks. By ensuring consistent data policies and automated
compliance checks, GovSense supports transparency while
reducing manual paperwork.

GovSense will use Utah code to create a knowledge base of all
statutory requirements for data governance. This model aims
to help government agencies meet regulatory compliance for
records management and comply with privacy protection. It will
streamline audits and minimize legal risks.

GovSense focuses on privacy and accuracy. It offers quick access
to statutes and procedural guidelines, frecing legal teams to
concentrate on providing counsel and protecting public inter-
ests. With GovSense, agencies can stay compliant and improve
efficiency without sacrificing security or thoroughness.

Conclusion and Next Steps

The current data governance framework found in GRAMA,
GDPA, DARSMGR, and GIIPA provides a foundation for
protecting personal data. However, ambiguous sections of Utah’s
code and the lack of consistent implementation across state and
municipal agencies highlight the need for modernization.

The Herbert Institute for Public Policy has evaluated the Privacy
Program Framework and determined it will likely enable entities
to align with privacy standards through structured practices.
By adopting the recommendations within the Privacy Practices
section, governmental entities can advance through the Privacy
Maturity Model, thus enhancing compliance with data governance
laws. This progressive approach ensures legal adherence and
builds public trust, demonstrating a commitment to upholding
privacy rights securely and efficiently.

Furthermore, modernization of the state code can address ambigu-
ities that may hinder progress and enforcement. With plans to
update the code during the 2025 legislative session by creating

a clear, comprehensive legal framework, Utah will become a
national example in data governance. The continued development
of resources like the Privacy Program Framework will provide
valuable guidance and tools for entities to navigate the challenges
of data governance.
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