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- - 3 Master Plan nlng R345-1 Purpose: To provide miniom sscurity standards for protecting Personally Tientifiable

Information at institutions in the Utah System of Higher Education (*USHE") from potential threats such

s human error, scekdent, syvstem fallures, natural dispsters, snd erdminal or malicious sction

E R310, System-wide Vision ...

Hi45-2 Relerences

E HS"I 2 I“Et “- Ut iunal H'D'I es a &4 Board Policy Bing, Government Reconds Acoess and Management Act Gubdelines
J 2.2 Board Policy Rads, Computing Systems Progrims
. . ° 2.9 Center for ikl S | | St o
HB] 5, UESIQHEtlﬂn Df SEWI ] 7, Cvbersecurity Affirmative Defense Act,

2.5 U, 8, Deportment of Homeland Security Handbook for Saleguarding Sensitlve PL/ Privacy

H341 Cﬂmputing Systems : Pidicy Diirective oy 7-m1-007, Revision 3
K459 Definithons
Hadﬁr Infﬂrmﬂtiﬂn TEﬂh nDI .0 Center for Internet Security (“CIS™) Critical Security Contrals aro s prescriptive,

prioritized set of cybersecurity best practices and defensive actions that can help prevent the most
pervasive and dangerous aitaclks, and support complianee i a multl-framework era, These
R350, Master Plan for Edu... | . . _ %
setionable best proctices for cvber defense are formualated by o group of IT experts using the
informat|on gathered from actual sttacks and thelr elfective defenses, The CI8 Controls provide

H35 3‘ Te lecomm un | C a‘n on... specific guidance and a clear pathway for organizations (o achieve the goals and ohjectives

diseribed by multiple legal, regulatory, snd policy frnmeworks,

4. AEEdEmIC Aﬂalrs 3.2 Critieal IT Resource s an IT Resource which is required for the continuing operation of
thie inatitution and for its colleges and departments, including any [T Resource which, I it fails to
5_ BUS'"ESS and Flnancial Affﬂlﬁ funetion correctly and/or on schedule, could result in s major filore of mission -critieal business
functions, a significant loss of funds, or o significant lability or other legal exposure. For example,
General Ledger monthly financlal reporting may be considersd non-Critheal 1T Resources by the

6. Student Financial Aid

institutbon, but Anancial reporting at fiscal year-end may be considered 8 Critieal 1T Resource,

7. Capital Facilities

8. Personnel
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